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57 ABSTRACT

A method, system and computer program product for indi-
cating an organization of a visitor on a user interface of a user
engaged in collaborative activity with the visitor. The visitor
attempting to engage in a collaborative action (e.g., partici-
pating in an online meeting, sharing files) with a user from a
different organization is authenticated to confirm that the
visitor has the right to engage in collaborative activity with
the user from the different organization. The identification of
the organization of the visitor is extracted from the informa-
tion used to authenticate the visitor. The identification of the
organization of the visitor is then displayed on the user inter-
face of the user engaging in the collaborative action with the
visitor. In this manner, the organization of the visitor is easily
discoverable by the user without requiring the user to perform
atime consuming search to determine the organization of the
visitor.

6 Claims, 6 Drawing Sheets
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AUTHENTICATE A FIRST USER FROM AN ORGANIZATION TO
BE ELIGIBLE TO ENGAGE IN A COLLABORATIVE ACTION
WITH A SECOND USER FROM A DIFFERENT ORGANIZATION

|~ 201

EXTRACT IDENTIFICATION OF ORGANIZATION OF FIRST USER | ~302
FROM INFORMATION USED TO AUTHENTICATE THE FIRST USER

DISPLAY IDENTIFICATION OF ORGANIZATION OF FIRST USER
IN USER INTERFACE OF SECOND USER IN RESPONSE TO FIRST
USER ENGAGING IN COLLABORATIVE ACTION WITH SECOND USER

| ~303

DISPLAY AN INDICATION ON USER INTERFACE OF
FIRST USER THAT FIRST USER IS IDENTIFIED AS
VISITOR ON USER INTERFACE OF SECOND USER

|~ 204

FIG. &
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1
INDICATING ORGANIZATION OF VISITOR
ON USER INTERFACE OF USER ENGAGED
IN COLLABORATIVE ACTIVITY WITH
VISITOR

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application is a continuation application of
pending U.S. patent application Ser. No. 13/749,902, which
was filed on Jan. 25, 2013, which is assigned to the assignee
of the present invention. The present application claims pri-
ority benefits to U.S. patent application Ser. No. 13/749,902.

TECHNICAL FIELD

The present invention relates generally to social network
services, and more particularly to indicating the organization
of'a visitor on the user interface of a user engaged in collabo-
rative activity (e.g., chatting, participating in an online meet-
ing, sharing files, entering data in forums and wikis, commu-
nity membership) with the visitor.

BACKGROUND

A social network service is an online service, platform or
site that focuses on building and reflecting of social networks
or social relations among people (e.g., those who share inter-
ests and/or activities). A social network service essentially
consists of a representation of each user (often a profile),
his/her social links, and a variety of additional services. Most
social network services are web based and provide means for
users to interact over the Internet, such as by e-mail and
instant messaging. Social networking sites allow users to
share ideas, activities, events, and interests within their indi-
vidual networks.

In a multi-tenant social networking environment, where a
tenant is an organization, a user of an organization may want
to engage in collaborative activity (e.g., chatting, participat-
ing in an online meeting, sharing files, entering data in forums
and wikis, community membership) with users who are visi-
tors from other organizations. In such collaborative activity,
information may be shared, and as a result, the user may want
to know ifthe user is a visitor, and if so, the organization of the
visitor, prior to sharing information.

Currently, when a user of an organization is engaged in
collaborative activity with a user who is a visitor from another
organization, the organization of the visitor is not readily
available to the user. Instead, the user may have to perform a
time consuming search to determine the organization of the
visitor, such as by searching for identification information,
such as a business card in electronic format or a profile that
hopefully includes the organization of the visitor.

As a result, there is not currently an easy and efficient
manner for the user to discover the organization of a visitor
engaged in collaborative activity with the user.

BRIEF SUMMARY

In one embodiment of the present invention, a method for
indicating an organization of a visitor on a user interface of a
user engaged in collaborative activity with the visitor com-
prises authenticating a first user from an organization to be
eligible to engage in a collaborative action with a second user
from a different organization. The method further comprises
extracting an identification of the organization of the first user
from information used to authenticate the first user. In addi-
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tion, the method comprises displaying, by a processor, the
identification of the organization of the first user on a user
interface of the second user in response to the first user engag-
ing in the collaborative action with the second user.

Other forms of the embodiment of the method described
above are in a system and in a computer program product.

The foregoing has outlined rather generally the features
and technical advantages of one or more embodiments of the
present invention in order that the detailed description of the
present invention that follows may be better understood.
Additional features and advantages of the present invention
will be described hereinafter which may form the subject of
the claims of the present invention.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

A Dbetter understanding of the present invention can be
obtained when the following detailed description is consid-
ered in conjunction with the following drawings, in which:

FIG. 1 illustrates a multi-tenant social network system
configured in accordance with an embodiment of the present
invention;

FIG. 2 illustrates a hardware configuration of an organiza-
tion identifier mechanism configured in accordance with an
embodiment of the present invention;

FIG. 3 is a flowchart of a method for indicating the orga-
nization of a visitor on a user interface of a user engaged in
collaborative activity with the visitor in accordance with an
embodiment of the present invention;

FIG. 4 is a screen shot of a user interface illustrating the
display of an identification of the organization of the visitor as
well as an identification of the visitor engaged in collabora-
tive activity with the user in accordance with an embodiment
of the present invention;

FIG. 5 is a screen shot of the user interface illustrating the
display of an identification of the organization of the visitor as
well as an identification of the visitor prior to the user sharing
content with the visitor in accordance with an embodiment of
the present invention; and

FIG. 6 is a screen shot of the user interface on the visitor’s
client device illustrating the display of an indication that the
visitor is being indicated as a visitor on the user interface of
the user engaged in collaborative activity with the visitor in
accordance with an embodiment of the present invention.

DETAILED DESCRIPTION

The present invention comprises a method, system and
computer program product for indicating an organization of a
visitor on a user interface of a user engaged in collaborative
activity with the visitor. In one embodiment of the present
invention, the visitor attempting to engage in a collaborative
action (e.g., chatting, participating in an online meeting, shar-
ing files, entering data in a forum, entering data in a wiki,
community membership) with a user from a different orga-
nization is authenticated to confirm that the visitor has the
right to engage in collaborative activity with the user from the
different organization. The identification of the organization
of'the visitor is extracted from the information used to authen-
ticate the visitor. The identification of the organization of the
visitor is then displayed on the user interface of the user
engaging in the collaborative action with the visitor. In this
manner, the organization of the visitor is easily discoverable
by the user as it is presented on the user interface of the user’s
client device without requiring the user to perform a time
consuming search to determine the organization of the visitor.
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In the following description, numerous specific details are
set forth to provide a thorough understanding of the present
invention. However, it will be apparent to those skilled in the
art that the present invention may be practiced without such
specific details. In other instances, well-known circuits have
been shown in block diagram form in order not to obscure the
present invention in unnecessary detail. For the most part,
details considering timing considerations and the like have
been omitted inasmuch as such details are not necessary to
obtain a complete understanding of the present invention and
are within the skills of persons of ordinary skill in the relevant
art.

Referring now to the Figures in detail, FIG. 1 illustrates a
multi-tenant social network system 100 configured in accor-
dance with an embodiment of the present invention. Referring
to FIG. 1, social network system 100 includes a community of
users of various organizations (tenants) using client devices
101A-101C (identified as “Client Device A,” “Client Device
B,” and “Client Device C,” respectively, in FIG. 1) to be
involved in multi-tenant social network system 100. Client
devices 101A-101C may collectively or individually be
referred to as client devices 101 or client device 101, respec-
tively. Each user of client device 101 may be a worker/em-
ployee for a unique organization or multiple users of client
devices 101 may be workers/employees for the same organi-
zation. For example, users of client devices 101A-101B may
be workers/employees for the same organization while the
user of client device 101C is a worker/employee of a different
organization. Client device 101 may be a portable computing
unit, a Personal Digital Assistant (PDA), a smartphone, a
laptop computer, a mobile phone, a navigation device, a game
console, a desktop computer system, a workstation, an Inter-
net appliance and the like.

Client devices 101 may participate in a social network by
communicating (by wire or wirelessly) over a network 102,
which may be, for example, a local area network, a wide area
network, a wireless wide area network, a circuit-switched
telephone network, a Global System for Mobile Communi-
cations (GSM) network, Wireless Application Protocol
(WAP) network, a WiFi network, an IEEE 802.11 standards
network, various combinations thereof, etc. Other networks,
whose descriptions are omitted here for brevity, may also be
used in conjunction with system 100 of FIG. 1 without depart-
ing from the scope of the present invention.

System 100 further includes a social network server 103,
which may be a web server configured to offer a social net-
working and/or microblogging service, enabling users of cli-
ent devices 101 to send and read other users’ posts. “Posts,” as
used herein, include any one or more of the following: text
(e.g., comments, sub-comments and replies), audio, video
images, etc. Social network server 103 is connected to net-
work 102 by wire or wirelessly. Social network server 103, as
used herein, is configured to enable various collaborative
activities as discussed herein. While FIG. 1 illustrates a single
social network server 103, it is noted for clarity that multiple
servers may be used to implement the social networking
and/or microblogging service.

System 100 further includes an organization identifier
mechanism 104 connected to network 102 by wire or wire-
lessly. Organization identifier mechanism 104 is configured
to indicate an organization of a visitor on a user interface of a
user engaged in collaborative activity with the visitor as dis-
cussed in further detail below. A description of the hardware
configuration of organization identifier mechanism 104 is
provided below in connection with FIG. 2.

System 100 is not to be limited in scope to any one par-
ticular network architecture. System 100 may include any
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number of clients 101, networks 102, social network servers
103 and organization identifier mechanisms 104. Further-
more, in one embodiment, organization identifier mechanism
104 may be part of social network server 103.

Referring now to FIG. 2, FIG. 2 illustrates a hardware
configuration of organization identifier mechanism 104 (FIG.
1) which is representative of a hardware environment for
practicing the present invention. Referring to FIG. 2, organi-
zation identifier mechanism 104 has a processor 201 coupled
to various other components by system bus 202. An operating
system 203 runs on processor 201 and provides control and
coordinates the functions of the various components of FIG.
2. An application 204 in accordance with the principles of the
present invention runs in conjunction with operating system
203 and provides calls to operating system 203 where the
calls implement the various functions or services to be per-
formed by application 204. Application 204 may include, for
example, a program for indicating an organization of a visitor
on a user interface of a user engaged in collaborative activity
with the visitor, as discussed further below in association with
FIGS. 3-6.

Referring again to FIG. 2, read-only memory (“ROM”)
205 is coupled to system bus 202 and includes a basic input/
output system (“BIOS”) that controls certain basic functions
of organization identifier mechanism 104. Random access
memory (“RAM”) 206 and disk adapter 207 are also coupled
to system bus 202. It should be noted that software compo-
nents including operating system 203 and application 204
may be loaded into RAM 206, which may be organization
identifier mechanism’s 104 main memory for execution. Disk
adapter 207 may be an integrated drive electronics (“IDE”)
adapter that communicates with a disk unit 208, e.g., disk
drive. It is noted that the program for indicating an organiza-
tion of a visitor on a user interface of a user engaged in
collaborative activity with the visitor, as discussed further
below in association with FIGS. 3-6, may reside in disk unit
208 or in application 204.

Organization identifier mechanism 104 may further
include a communications adapter 209 coupled to bus 202.
Communications adapter 209 interconnects bus 202 with an
outside network (e.g., network 102 of FIG. 1) thereby allow-
ing organization identifier mechanism 104 to communicate
with client devices 101 and social network server 103.

As will be appreciated by one skilled in the art, aspects of
the present invention may be embodied as a system, method
or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” ‘module” or
“system.” Furthermore, aspects of the present invention may
take the form of a computer program product embodied in one
ormore computer readable medium(s) having computer read-
able program code embodied thereon.

Any combination of one or more computer readable medi-
um(s) may be utilized. The computer readable medium may
be a computer readable signal medium or a computer read-
able storage medium. A computer readable storage medium
may be, for example, but not limited to, an electronic, mag-
netic, optical, electromagnetic, infrared, or semiconductor
system, apparatus, or device, or any suitable combination of
the foregoing. More specific examples (a non-exhaustive list)
of the computer readable storage medium would include the
following: an electrical connection having one or more wires,
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
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programmable read-only memory (EPROM or flash
memory), a portable compact disc read-only memory (CD-
ROM), an optical storage device, a magnetic storage device,
orany suitable combination of the foregoing. In the context of
this document, a computer readable storage medium may be
any tangible medium that can contain, or store a program for
use by or in connection with an instruction execution system,
apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that is not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system,
apparatus or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, including
but not limited to wireless, wireline, optical fiber cable, RF,
etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present invention may be written in any com-
bination of one or more programming languages, including
an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the C programming language or
similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

Aspects of the present invention are described below with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the present invention. It
will be understood that each block of the flowchart illustra-
tions and/or block diagrams, and combinations of blocks in
the flowchart illustrations and/or block diagrams, can be
implemented by computer program instructions. These com-
puter program instructions may be provided to a processor of
a general purpose computer, special purpose computer, or
other programmable data processing apparatus to product a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tion/acts specified in the flowchart and/or block diagram
block or blocks.

These computer program instructions may also be stored in
a computer readable medium that can direct a computer, other
programmable data processing apparatus, or other devices to
function in a particular manner, such that the instructions
stored in the computer readable medium produce an article of
manufacture including instructions which implement the
function/act specified in the flowchart and/or block diagram
block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
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tus or other devices to produce a computer implemented
process such that the instructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the function/acts specified in the flowchart
and/or block diagram block or blocks.

As stated in the Background section, in a multi-tenant
social networking environment, where a tenant is an organi-
zation, a user of an organization may want to engage in
collaborative activity (e.g., chatting, participating in online
meeting, sharing files, entering data in forums and wikis,
community membership) with users who are visitors from
other organizations. In such collaborative activity, informa-
tion may be shared, and as a result, the user may want to know
if the user is a visitor, and if so, the organization of the visitor,
prior to sharing information. Currently, when a user of an
organization is engaged in collaborative activity with a user
who is a visitor from another organization, the organization of
the visitor is not readily available to the user. Instead, the user
may have to perform a time consuming search to determine
the organization of the visitor, such as by searching for iden-
tification information, such as a business card in electronic
format or a profile that hopefully includes the organization of
the visitor. As a result, there is not currently an easy and
efficient manner for the user to discover the organization of a
visitor engaged in collaborative activity with the user.

The principles of the present invention provide a means for
automatically indicating the organization of'a visitor on a user
interface of a user engaged in collaborative activity (e.g.,
chatting, participating in an online meeting, sharing files,
entering data in a forum, entering data in a wiki, community
membership) with the visitor as discussed further below in
association with FIGS. 3-6. FIG. 3 is a flowchart of a method
for indicating the organization of a visitor on a user interface
of a user engaged in collaborative activity with the visitor.
FIG. 4 is a screen shot of the user interface on client device
101 (FIG. 1) illustrating a display of an identification of the
organization of the visitor as well as an identification of the
visitor engaged in collaborative activity with the user. FIG. 5
is a screen shot of the user interface on client device 101
illustrating a display of an identification of the organization of
the visitor as well as an identification of the visitor prior to the
user sharing content with the visitor. FIG. 6 is a screen shot of
the user interface on the visitor’s client device 101 illustrating
a display of an indication that the visitor is being indicated as
a visitor on the user interface of the user engaged in collabo-
rative activity with the visitor.

As stated above, FIG. 3 is a flowchart of a method 300 for
indicating the organization of a visitor on a user interface of a
user engaged in collaborative activity with the visitor in
accordance with an embodiment of the present invention.

Referring to FIG. 3, in conjunction with FIGS. 1-2, in step
301, organization identifier mechanism 104 authenticates a
first user (e.g., user of client device 101A) from an organiza-
tion to be eligible to engage in a collaborative action (e.g.,
chatting, participating in an online meeting, sharing files,
entering data in a forum, entering data in a wiki, community
membership) with a second user (e.g., user of client device
101B) from a different organization. In order for a user to
engage in collaborative activity with another user, the user
needs to be authenticated prior to being allowed to engage in
collaborative activity. In one embodiment, the first user pro-
vides a login identifier to organization identifier mechanism
104 in order to engage in a collaborative action with the
second user in the second user’s enterprise/organization
space. There are various means for authenticating a user,
including, but not limited to, knowledge-based (e.g., login
identifier, password), possession-based (e.g., security token,
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smart card) and biological or behavior biometric traits (e.g.,
keystroke dynamics, signature) authentication factors. The
principles of the present invention are not limited to imple-
menting the exemplary authentication factors listed above but
may implement any authentication factor that may be used to
authenticate a user to engage in collaborative activity.

Instep 302, organization identifier mechanism 104 extracts
an identification of the organization (e.g., “Alphabank”™) of
the first user (e.g., user of client device 101 A) from the infor-
mation used to authenticate the first user during the authen-
tication of the first user. In one embodiment, organization
identifier mechanism 104 further extracts an identification of
the first user, such as the full name of the first user, from the
information used to authenticate the first user.

In step 303, organization identifier mechanism 104 dis-
plays the identification of the organization of the first user
(e.g., “Alphabank™) ina user interface of the second user (e.g.,
user interface of client device 101B) in response to the first
user (e.g., user of client device 101A who is a visitor to the
second user’s community space) engaging in collaborative
action with the second user (e.g., user of client device 101B)
as illustrated in FIG. 4. In this manner, the organization of the
visitor is easily discoverable by the user as it is presented on
the user interface of the user’s client device 101 without
requiring the user to perform a time consuming search to
determine the organization of the visitor. In one embodiment,
organization identifier mechanism 104 further displays the
identification of the first user/visitor (e.g., “Sally Jones™) in
the user interface of the second user as further illustrated in
FIG. 4. As discussed herein, the first user is identified as a
“visitor” from the perspective of the second user since the first
user is a visitor to the second user’s community space.

FIG. 4 is a screen shot of the user interface 400 on client
device 101 illustrating a display of an identification of the
organization of the visitor as well as an identification of the
visitor engaged in collaborative activity with the user in
accordance with an embodiment of the present invention.
Referring to FIG. 4, FIG. 4 illustrates the organization of the
visitor 401 (e.g., “Alphabank™) as well as the visitor’s name
402 (e.g., “Sally Jones™) are displayed in an electric business
card format 403 on the user interface 400 of the second user
(e.g., “Samantha Smith”). As further illustrated in FIG. 4, the
electronic business card 403 may include various information
about the visitor, including e-mail address and work phone
number.

Furthermore, in one embodiment, the identification of the
organization of the visitor (i.e., organization of the first user)
as well as the identification of the visitor may be displayed on
the user interface of the user (i.e., the second user) prior to
sharing content with the visitor as illustrated in FIG. 5.

FIG. 5 is a screen shot of the user interface 500 on client
device 101 illustrating a display of an identification of the
organization of the visitor as well as an identification of the
visitor prior to the user sharing content with the visitor in
accordance with an embodiment of the present invention.

Referring to FIG. 5, FIG. 5 illustrates a notice 501 being
displayed on the user interface 500 of the second user (e.g.,
user of client device 101B) indicating that content is about to
be shared with users outside the community space of the
second user (i.e., sharing the content with a different organi-
zation than the organization of the second user (e.g., “Reno-
vations”). In connection with notice 501, the identification of
the organization of the visitor (e.g., “Alphabank™) as well as
an identification of the visitor (e.g., “Sally Jones”) are iden-
tified in box 502. In this manner, the second user is provided
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notice that the user will be sharing content with a visitor from
a different organization, where the visitor and the visitor’s
organization are identified.

Returning to FIG. 3, in conjunction with FIGS. 1-2, in step
304, organization identifier mechanism 104 displays an indi-
cation on the user interface of the first user (e.g., user of client
device 101A) informing the first user that the first user is
being identified as a visitor on the user interface of the second
user (e.g., user of client device 101B) as illustrated in FIG. 6.

FIG. 6 is a screen shot of the user interface 600 on the
visitor’s client device 101 illustrating a display of an indica-
tion that the visitor is being identified as a visitor on the user
interface of the user engaged in collaborative activity with the
visitor in accordance with an embodiment of the present
invention.

Referring to FIG. 6, FIG. 6 illustrates an indication 601 on
the user interface 600 of the first user (e.g., “Sally Jones™)
indicating that the first user is identified as a visitor (e.g.,
“Visitor @ Renovations™) on the second user’s user interface,
where the first user is a visitor to the community space of the
second user who is employed at the organization of “Reno-
vations.” In this manner, the first user will have knowledge of
being recognized as a visitor to the community space of the
second user.

In some implementations, method 300 may include other
and/or additional steps that, for clarity, are not depicted. Fur-
ther, in some implementations, method 300 may be executed
in a different order presented and that the order presented in
the discussion of FIG. 3 is illustrative. Additionally, in some
implementations, certain steps in method 300 may be
executed in a substantially simultaneous manner or may be
omitted.

The descriptions of the various embodiments ofthe present
invention have been presented for purposes of illustration, but
are not intended to be exhaustive or limited to the embodi-
ments disclosed. Many modifications and variations will be
apparent to those of ordinary skill in the art without departing
from the scope and spirit of the described embodiments. The
terminology used herein was chosen to best explain the prin-
ciples of the embodiments, the practical application or tech-
nical improvement over technologies found in the market-
place, or to enable others of ordinary skill in the art to
understand the embodiments disclosed herein.

The invention claimed is:

1. A method for indicating an organization of a visitor on a
user interface of a user engaged in collaborative activity with
the visitor, the method comprising:

authenticating a first user from an organization to be eli-

gible to engage in a collaborative action with a second
user from a different organization;

extracting an identification of said organization of said first

user from information used to authenticate said first
user; and

displaying, by a processor, said identification of said orga-

nization of said first user on a user interface of said
second user in response to said first user engaging in said
collaborative action with said second user.

2. The method as recited in claim 1 further comprising:

displaying an indication on a user interface of said first user

that said first user is identified as a visitor on said user
interface of said second user.

3. The method as recited in claim 1, wherein said collabo-
rative action comprises one of the following: chatting, par-
ticipating in an online meeting, sharing files, entering data in
aforum, entering data in a wiki, and community membership.
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4. The method as recited in claim 1 further comprising:

extracting an identification of said first user from informa-

tion used to authenticate said first user; and

displaying said identification of said organization of said

first user and said identification of'said first user on said 5
user interface of said second user.

5. The method as recited in claim 4, wherein said identifi-
cation of said organization of said first user and said identifi-
cation of said first user are displayed on said user interface of
said second user prior to said second user sharing content with 10
said first user.

6. The method as recited in claim 1, wherein said identifi-
cation of said organization of said first user is displayed on
said user interface of said second user in an electronic busi-
ness card format. 15

10



